
Reserving
Insurers are required to record liabilities for unpaid claims. 
The insurer’s accurate financial reporting and even solvency 
depend heavily on the adequacy of these recorded claims 
reserves. Actuarial specialists assess the adequacy of 
the claims reserve process. The actuaries study historical 
patterns of claims settlement and use this information to 
project the ultimate cost of incurred claims.

Claims reserves are recorded for unpaid claims, including 
claims that have been reported and claims that have yet to 
be reported. Unreported claims are referred to as incurred, 
but not reported (IBNR). Individual claims may be recorded 
based on the expected payment amount for each individual 
claim or on actuarially determined amounts for similar 
claims. Actuarial projections are also made for the IBNR 
claims based on actuarially determined patterns.

Public accounting firms devote extensive resources to test 
the adequacy of claims reserves. They test the underlying 
data, and will engage the assistance of a specialist or 
actuary. Internal auditors may consider testing the accuracy 
of the underlying data used for the actuarial projections and 
the controls relating to this data. The public accountants 
may consider using the work performed by internal audit in 
order to reduce their own testing.

System testing
Testing the accuracy of claims is challenging because of the 
large volume of claims. However, routine samples may not 
provide adequate coverage of the population. You may need 
to consider advanced testing techniques to examine the 
controls built into the automated claims processing system. 
This can also help to reduce the substantive testing that is 
required.

When gaining your understanding of the system and 
identifying the control activities, ascertain which controls 
are performed manually and which are automated by the 
software application. Automated controls are also known as 
application controls.

The benefit of testing application controls is that you only 
need to test a sample of one. For example, if you are testing 
to ensure that only approved claims are paid, you can test 
substantively by selecting a sample of paid claims and 

looking for the authorization for each sample. By testing the 
application control, you test to ensure that the system does 
not allow a claim to be paid unless it is approved.

There are two approaches for testing this application 
control; either one is considered sufficient by itself.

The first method is testing the configuration. Often there 
is a configuration screen or menu that will allow system 
administrators to select to enforce the control. A screen print 
of this configuration will suffice as evidence.

The second approach is used when the configuration 
screen is not readily accessible, or when the enforcement 
of the control is hard coded into the system. In such 
situations, you should ask a user to attempt to pay a claim 
that has not been approved. If properly configured, the 
system should display an error message saying a claim 
cannot be paid without approval (or similar meaning). A 
screen print of the error message is considered sufficient 
evidence for this test.

If a screen print is not feasible, observation of the error 
message and a memo to that effect is adequate.

Remember that placing reliance upon any application 
control is only possible if there are also strong IT general 
controls in place. IT general controls include things such 
as system development, change control, physical security, 
logical security, backup and recovery and operations.

For example, if there are weak change controls, you cannot 
place reliance upon the application control because it 
could be changed tomorrow, or could be different than 
it was yesterday. If there are weak logical access controls, 
an unauthorized individual may be able to override an 
application control.

Conclusion
Claims processing presents a variety of risks and a complex 
array of processes. An excellent understanding of these 
areas is an important first step for internal auditors to 
develop. Insurers are heavily dependent on the utilization 
of automated systems and internal auditors must develop 
meaningful approaches to evaluate the embedded controls 
in these systems. 

A key step involves understanding the process by which the business rules 
are identified, worked, tested and ultimately approved into production.
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