Decreasing risk across the four-legged
stool: people, process, technology
and insurance

Oct. 18, 2017

AL

";mmw 3 BAKER TILLY

Candor. Insight. Results.




-

BAKER TILLY

Candor. Insight. Results.

> Enterprise risk management
> Cybersecurity

— In the news
— Main cybersecurity risks

— Regulatory/Industry response

> Liability/Regulatory trends
> D&O and cyber liability insurance
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Enterprise risk management (ERM):

six steps to managing risk effectively
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Six steps to managing risk effectively
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> Establish an enterprise risk

definition
— Improves risk management capabilities . Evaluation of
Evaluation of current and
— Increases awareness of risk tolerance as it relates financial emerging
to threats to financial condition and results accounts risk threats
] ] S management
— Preserves and increases your financial institution’s
value
> Align business process risks " Manage
. . o Development
— Identifies risks inherent in your financial institution’s of risk your Establishment
critical business processes assessment enterprise of enterprise

risk definition

risk (ERD)

. . . framework
— Encourages more effective execution of corrective

actions to process deficiencies

— Improves allocation of resources to higher risk and
value-oriented processes of your financial

institution Identification and

evaluation of key
risk relationships

Alignment
of business
process risks




Enterprise risk management (ERM):

six steps to managing risk effectively

> |dentify and evaluate key risk
relationships

— Eliminates risk management “silos”

Evaluation of
— Facilitates a more coordinated cost-effective financial

approach to determining corrective and responsive accounts risk
management

actions

— Enables long-term management of risk
relationships for the benefit of your financial
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Evaluation of
current and
emerging
threats

: Establishment

Ise of enterprise
risk definition
(ERD)

Alignment
of business

institution’s value Manage
. . Development
> Develop a comprehensive risk of risk your
assessment enterpr
assessment framework framework sk
— Improves board and management ability to
respond to key risk considerations timely and
effectively
Identification and
— Helps board and management better manage evaluation of key
operational and financial risks more timely risk relationships

— Improves understanding of historical experience
and the relationship to the current risk environment

process risks
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Enterprise risk management (ERM):

six steps to managing risk effectively
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> Evaluate financial account risk

management
— Reduces inconsistencies and errors in financial T ——— Evaluation of
account management -vaiuation o current and
financial emerging
— Improves efficiency and results of the internal and accounts risk threats

external audit activities management

— Enables consistent long-term financial
management across all business activities

—  Supports accuracy of financial reporting T Manage
i : our .
> Evaluation of current and of isk ent’érprise i:tearl:tlés::l;r;?;:t
emerging threats framework s S

— Facilitates timely and effective responses to
threats and opportunities

— Enhances ability to communicate timely the risk- Identification and

. . . - e f K Alignment
responsive strategies and actions to critical evaluation of key of business

risk relationships

business partners process risks

— Fosters development of a culture that is
consistently aware of economic, regulatory and
other developments and how these impact your
financial institution’s value

11



BAKER TILLY

Candor. Insight. Results.

INSURANCE

Cybersecurity

13



-5

BAKER TILLY

Candor. Insight. Results.

Google Docs users hit with sophisticated phishing
attack
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Equifax data breach continues to grow w \%(

7
Equifax data breach céﬁﬁﬁ'ﬁes to grow
e N

HOMEWORK OF THE FUTURE
IT'S CLOSER THAN
YOU THINK

WannaCrypt ransomware attack
make us wanna cry

By Alosanter UrDosts
S dadn 10 AN S WV 14

Ooops, your files have

What Happened to My Comp
Your important files are encrypted.

Many of your documents, photos, video:
accessible because they have been encny
recover your flles, but do not waste you
our decryption service.

ca .

RALEIGH. N.C. (WNCN) - The Equifax data breach is growing,

; i 2 1 o
This week, we learned an additional 2.5 million people joined the more than 143 . R 1ot

million who Equifax says have been impacted.
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Cybersecurity is a hot topic

. 83 percent

of organizations
rated cyberattacks
as a top three
threat.
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Many organizations are
now wondering:

> Are we doing enough to mitigate
cybersecurity risks?

Three out of four

organizations have experienced
at least one security incident in
the past year — 60 percent
were serious.

CompTIA’s 2016 International Trends in Cybersecurity

> How do we protect ourselves from a
data breach?

> |s our organization prepared to identify
and respond to a data breach?

15




Society has become highly digital
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Hyper-connectivity

Hyper-mobility

Highly sophisticated
adversaries

Hyper-sociability

Cyber-physical “things”
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Main cybersecurity risks
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The threat environment
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Malicious
insider

Negligent
insider

Criminal
hackers
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The top threats we face
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> Socially engineered malware

> Password phishing attacks

> Unpatched software

> Social media threats

> Advanced persistent threats

> Vendor insecurity

“It Is not a matter of if, but when ...”
—Countless leaders and security professionals

https://www.csoonline.com/article/2616316/data-protection/security-the-5-cyber-attacks-you-re-most-likely-to-face.htmi#tk.csoendnote
19



How do data breaches occur?
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Accidental A\ Intentional
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Regulatory/Industry
response
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Cybersecurity business risks
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Deceptive or
unfair trade
charges
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Intellectual <

property
loss

Loss of
innovation

Regulatory
sanctions

Damaged supplier &
partner relationships

Lost
Damage business
to brand
Damaged
employee
Negative relatﬁ)n)sl,hips Damaged
publicity customer Legal
relationships liability

Consumer refusal
to share personal
information
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Regulatory response over time
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FINRA: Social media guidance AH I
FFIEC: Social media guidance —

>
- . .
> Executive Order: Cybersecurity
> SEC OCIE: Cybersecurity Guidance
> SEC: Investment Manager Cyber Guidance
> FINRA & SEC: Survey results
- HIPPA > FTC: Start with Security
- szafe Harbor: European > FFIEC: Cybersecurity Assessment Tool
nion
-~ SEC Act > CFR17 Part 248: Brokers
Consume+Protection T
‘l’ ! \
Y3 \ \
s 1974 ‘\| 2001 - 2010 ' 2016 - 2017
| 1
I’ ] 1
1934 K 1996 - 2000 g 2011 - 2015 S
[
> Privacy Act ! M
4 > NAIC: Data Security Model Law
> Cybersecurity > NY DFS: Cybersecurity Rule
Enhancement Act > SWIFT: Mandatory

> PCIDSS Cybersecurity Controls

> Wisconsin: Data Breach Law

> HITECH

> Massachusetts: Privacy Law

> NERC CIP
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[23 NYCRR Part 500 (Financial Services Law)]
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New York Department of Financial Services
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Section 500.01
Section 500.02
Section 500.03
Section 500.04

Section 500.05

Section 500.06
Section 500.07
Section 500.08

Section 500.09
Section 500.10
Section 500.11
Section 500.12

Section 500.13

Section 500.14
Section 500.15
Section 500.16
Section 500.17

Definitions

Cybersecurity Program
Cybersecurity Policy

Chief Information Security Officer

Penetration Testing and Vulnerability
Assessments

Audit Trail
Access Privileges
Application Security

Risk Assessment

Cybersecurity Personnel and Intelligence
Third Party Information Security Policy
Multi-Factor Authentication

Limitations on Data Retention
Training and Monitoring

Encryption of Nonpublic Information
Incident Response Plan

Notices to Superintendent

24



What is a cybersecurity program
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MONITORING
Controls assessment Systems monitoring External audit Internal audit
Performance metrics Compliance/certification External reporting Audit committee
CYBERSECURITY PROGRAM

Cybersecurity risk assessments

Red team technical assessments .
Investigation team

Cross-area training (IT security, Standards compliance/readiness assessments

audit, engineering) Response plan

Skill building: and team

WU EE NN NN NEEE NN EENENEEENEEEEEEE

Security __Encryption | Collaboration with:

Security testing Network/infra. securi Secure development
L e wt E Change controls Third-pa control
I L

o | Backup ___J| Antimalware tools
Commumcz’:u::pv:th industry Real-time monitoring
Threat intelligence Vulnerability assessment.

GOVERNANCE AND POLICIES

II Governance practices | | Change management

Component manufacturers

Service providers

LLLLLY

CWCTTTTS

Incident response teams

[YCLLTTS

| Enterprise risk management |
|

I Policies and procedures | | Performance measurement | Business continuity management |
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Litigation/Regulatory
Trends
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Litigation trends

>

FDIC lawsuits against failed banks:

—  2016: five failed banks totaling $277M in assets.
—  2017: six failed banks totaling $6.3B in assets —

exposure to oil and gas and rising interest rates.
U.S. District Court for the Northern District
of Georgia (October 2016) rejected FDIC's
assertion that bank directors and officers
(D&O) were personally liability for the
approval of the majority of loans (mostly
CRE loans made 2005 — 2008). Jury
awarded FDIC S$5M, although FDIC was
originally seeking S25M.

— The defendants took the case to trial because they
have always maintained they did nothing wrong.

— The FDIC was unable to point to any specific rule
or law violated by the directors and officers in
their loan approval process.

Failed banks FDIC lawsuits

settlements
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FDIC-bank
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===Failed Banks ==fe=FDIC Lawsuits ==»=FDIC-Bank Settlements
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Regulatory trends

> The Consumer Financial Protection
Bureau’s (CFPB) recent ruling which
would bar financial firms from forcing
customers to agree to settle disputes
only through arbitration (in lieu of
lawsuit). This rule could lead to an
increase in class action litigation.

— House vetoes ruling 7/26/17 — currently in
Senate (requires majority vote)
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Regulatory trends
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>  The New York Department of Financial Services’ (NY
DFS) cybersecurity regulation applies to all financial

institutions subject to the authorization of the NY
DFS, regardless if the company is headquartered in
New York. Exemptions include national banks,
federal branches of foreign banks and some smaller
insurance entities.

Documentation of cybersecurity program and incident
response policy. Risk assessments of such policies are
due by March 1, 2018.

CISO or equivalent is required. Also continuously
trained cybersecurity personal (or third party) required.
Limit access privileges and periodically review those
privileges.

Notify NY DFS superintendent within 72 hours after it
determines an act/attempt was made to gain
unauthorized access.

Insurance implications of NYDFS & GDPR; (Notification costs, Forensics, Regulatory fines & penalties & Punitive Damages Wrap) 30
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> General Data Protection

Regulatlon (GDPR)

Penalties up to €20M or 4 percent of
global annual turnover (i.e. revenue)

— Create a data protection plan

— Hire or appoint a data protection
officer (DPO)

— Incidence response plan within 72
hours of breach

Insurance implications of NYDFS & GDPR; (Notification costs, Forensics, Regulatory fines & penalties & Punitive Damages Wrap)

31
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D&O and cyber
liability insurance
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Basic insuring clauses of a D&O policy:

insuring clause A

The directors and officers (D&O) liability
policy is broken down into three basic
coverage sections:

>

Insuring clause A

This section of the policy is for claims made
against individual directors, officers and
employees of the company.

It offers personal asset protection for the
individuals.

This coverage provision is for non-
indemnifiable loss only.

These are claims where the company cannot

legally or financially indemnify its individuals.

This could occur during bankruptcy
(financially unable) or for a derivative suit
(legally unable).

New coverage enhancements are also now
advancing defense costs to individuals when
the company wrongfully or rightfully refuses
to indemnify.

B
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/_A_\

Personal Asset
Protection

Claim Against
Individuals

Responds When
Company is unable
to financially
or legally
indemnify it's
individuals

Retention
No

-

T B )

Balance Sheet
Protection

Claim Against
Individuals

Responds When
Company has
satisfied it's
policy retention
for indemnifiable
loss against
individuals

Retention
Yes

—

Balance Sheet

Protection

Claim Against
The Company

Responds When
Company is named
in a Securities
Claim

Retention
Yes
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Basic insuring clauses of a D&O policy:

insuring clause B

The D&O liability policy is broken down
into three basic coverage sections:

>

Insuring clause B

This section of the policy is for claims made
against individual directors, officers and
employees of the company, where the
company can and will indemnify.

It offers balance sheet protection to the
entity.

This coverage provision is for indemnifiable
loss only and is first subject to the applicable
retention.

-
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E
Personal Asset Balance Sheet Balance Sheet
Protection Protection Protection
Claim Against Claim Against Claim Against
Individuals Individuals The Company
Responds When Responds When Responds When
Company is unable Company has Company is named
to financially satisfied it's in a Securities
or legally policy retention Claim
indemnify it's for indemnifiable
individuals loss against
individuals
Retention Retention Retention
No Yes Yes
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Basic insuring clauses of a D&O policy:

insuring clause C

The D&O liability policy is broken down
into three basic coverage sections:

> Insuring clause C

— This section of the policy is for claims made
against the company directly.

— It offers balance sheet protection to the
entity.

— The coverage provision is commonly for
securities claims only, and is subject the
applicable policy retention.

POLICY

P W
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A )

Personal Asset
Protection

Claim Against
Individuals

Responds When
Company is unable
to financially
or legally
indemnify it's
individuals

Retention
No

-

T B )

Balance Sheet
Protection

Claim Against
Individuals

Responds When
Company has
satisfied it's
policy retention
for indemnifiable
loss against
individuals

Retention
Yes

Balance Sheet

Protection

Claim Against
The Company

Responds When
Company is named
in a Securities
Claim

Retention
Yes
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Advantages of a separate DIC A-side policy
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> About 15 years ago, companies began purchasing a separate policy A l IT
and separate limits only for the protection of the individual directors

and officers of the company. This shift in purchasing coincided with
the rise of shareholder derivative demands being settled in a stand-
alone manner without being consolidated with the class.

INSURANCE

> The fear was that a class action could be settled first and potentially
use the entire tower of insurance; leaving the individuals without the
proper protection to settle a derivative demand action. Due to the
nature of a derivative action, in most cases the company cannot
iIndemnify a settlement, so without insurance the individuals would
be personally liable.

DIC A-Side

DIC A-Side will
drop down to
Primary Coverage
when traditional A
is unavailable

T

LA
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Advantages of a separate DIC A-side policy
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> This policy provides excess (“follow form”) A-side coverage on A l lT
exhaustion of underlying insurance, but also drops down as primary

. .
In many scenarios:

— Insolvency of underlying carrier(s)

— Rescission of underlying policy(ies)

— Wrongful refusal to indemnify (improper denial of coverage)

— Denial of coverage where DIC A-side policy provides broader coverage

— Company refuses to answer indemnification requests

— Broader coverage with limited exclusions

DIC A-Side

DIC A-Side will
drop down to
Primary Coverage
when traditional A
Traditional Policy A-Side Only is unavailable

|
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Sample renewal process:

2017 recommended timeline
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Renewal strategy meeting: Review current program, limits benchmarking, carrier quality and renewal

frraliaaten recommendations.
Information gathering and initial submission to D&0O markets: I
IN

- - ith copi icati
October 2017 Send blank applications along with copies of last years completed application (as reference).

> Send conglomeration of publicly available information (submission) to 15-25 insurance carriers (A.M.
Best rated A- or better).

Coordinate/Host carrier meetings/call: You would provide a similar presentation as you would for an
analyst. The call begins with a general overview of the company operations, recent results and any changes in
the past 12 months. At the end the underwriters would ask any questions they feel they need more details. The
benefits of this meeting include, but are not limited to:

) > Generate a personal connection with the underwriting community so they are underwriting not just on
Mid-November 2017 what they read in the filings. This would also be good in the event of a claim.
= Limit the underwriters ability to ask for additional information in their quotes thus streamlining the
binding process.

> Take advantage of the competitive influences in the marketplace as the underwriter will see their
competitors across the proverbial table.

Follow-up communication to carriers: Obtain primary premium indications and resolve any open

Early-December 2017 questions/issues. Coordinate excess options.

Final renewal presentation meeting and binding orders: Ensure expectations have or will be met. Discuss

Mid-December 2017 the need, if any, of premium financing.

Dec. 31, 2017 EXPIRATION DATE — Confirm binder obtained from all carriers.
+1 -2 days Confirmation of insurance, include invoice and confirmation letter.
+14-20 Confirm payment received or down payment, if financed.

+60 Policy issuance.

Quarterly contact meeting. Discuss:
+90, +180, +270 > Pos.sibility of mid year strategy meeting or underwriter visit.
> Claims management.

> Litigation activity or claims trends in the industry sector. 38



D&O liability:

top 10 enhancements
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> Definition of claim should be as broad as possible
> Update the definition of loss to include pre-judgment AHT
and post-judgment interest, regulatory costs
(Sarbanes-Oxley and Dodd-Frank) and most favorable
venue

Notice provision — ASAP with limited people who can
provide notice

Investigative costs coverage sublimit

Limit definition of application to past 12 months filings
Order of payments

Add non-rescindable language and limit the
imputation of knowledge (severability)

Insured versus insured carve-backs for:
— Creditors committee and bankruptcy trustee
— FDIC
— Whistleblowers, prior board member and foreign

equivalents
> Limit when insurance carrier can cancel policy
> Limit the threshold of the conduct exclusions (fraud
and personal profit)

V V V V \'

\Y
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The information provided here is of a general nature and is AHT
not intended to address the specific circumstances of any INSURANC
individual or entity. In specific circumstances, the services of

a professional should be sought.

Tax information, if any, contained in this communication was
not intended or written to be used by any person for the
purpose of avoiding penalties, nor should such information
be construed as an opinion upon which any person may rely.
The intended recipients of this communication and any
attachments are not subject to any limitation on the
disclosure of the tax treatment or tax structure of any
transaction or matter that is the subject of this
communication and any attachments.

Baker Tilly refers to Baker Tilly Virchow Krause, LLP, an
independently owned and managed member of Baker Tilly
International. © 2017 Baker Tilly Virchow Krause, LLP
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