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“But one thing that small institutions should do is take a layered 
approach to security assessment and testing. The IT audit or 
perimeter vulnerability assessment that is done each year is great, 
but it may give a false sense of security. Penetration testing, 
red-team exercises, social engineering and disaster recovery 
testing should be integrated into the overall threat mitigation and 
assessment routine.”

A good cybersecurity plan should not be limited to protection only, 
however, but should also include the institution’s outline for how 
it will respond when an attack occurs. Both Olejnik and Boettcher 
caution that a plan that fails to address resiliency, continuity and 
decision-making in the wake of a breach is not where it needs to 
be, regardless of how strong one’s external defenses appear to be.

“For banks and credit unions, it’s not a matter of if they get 
hacked, it’s really just a matter of when,” Boettcher says. “For 
this reason, I think the resiliency part is almost more important 
than the prevention side. It’s critical for an organization to 
have a plan for how it would handle a breach and what it would 
do to resume operations. For example, what is the institution 
going to do if it gets hit by ransomware? Has leadership 
thought through whether they’re going to pay the ransom, or 
are they going to have procedures in place that allow them 
to continue to operate without access to those IT systems? 
This is also important just from a general crisis management 
standpoint – from contacting customers to dealing with the 
media and things like that. Having timely responses, and the 
right responses, is such an important piece of this preparation. 
Your reputation is probably going to take a hit, so how you 
respond to that and deal with that is crucial.”

BUILDING A CULTURE OF SECURITY
Of course, the most important piece of any institution’s 
cybersecurity preparedness comes back to the people problem, 
and how employees are trained to recognize and respond to the 
insidious threats that are certain to come their way. The goal 

should be to get to a place where everyone in the institution – 
from teller to manager – understands that security is an all-hands-
on-deck kind of proposition. Anyone can be a target, so everyone 
needs to be on guard.

“Making sure employees are trained and are constantly thinking 
about whether the emails they get are legitimate can be a 
real challenge,” Schulman says. “I think a lot of community 
institutions use some great technology outsourcing partners or 
they may have some great in-house technology, but ultimately 
if their employees are clicking on bad things or replying to 
malicious emails, it’s really going to hurt them. It’s a challenge 
for every industry, but when you have limited resources to make 
sure that kind of persistent training happens, it really puts your 
company at a significant disadvantage.”

Schulman says there are a number of ways for community 
institutions to approach employee training, from expensive 
self-configured software programs that force employees to 
undergo training the minute they click on a malicious test email 
(thus immediately tying their behavior to the instruction) to the 
cheaper (and less effective) route of refresher sessions that still 
use real-world examples to help get the point across. Whatever 
method an institution ultimately chooses, the ideal outcome is 
a board and management team that sees the human element of 
cybersecurity as just as important as the technical side, and a 
staff that is vigilant and aware at all times.

“It starts with the tone at the top,” Olejnik believes. “Building a 
culture of cybersecurity awareness cannot be done with just a 
once-a-year training session or having employees read a policy. 
A good training and awareness program will include a variety of 
elements including formal training, regular awareness touch points, 
testing and measurement. Most importantly, executives need to 
communicate their support for this type of effort and back it up with 
ongoing education and awareness campaigns.” §

TOO SMALL TO NAIL?
Are community institutions – with their lower profiles and lower 
asset levels – less likely to draw the unwanted attention of a hacker 
than the big banks? Don’t count on it, says Jay Schulman.

“A lot of community institutions haven’t thought about all of the 
ways that these attacks might reach them and aren’t necessarily 
experienced with them. So while attackers might find more 
efficiency at the big banks, they may find a community institution 
that isn’t quite as prepared to fend off their advances. In this case, 

going after the smaller, softer target of the community institution 
could be to their advantage.

“This is where what we call ‘threat intelligence’ comes into 
play. Institutions need to start thinking about all of the different 
ways someone might attack them or their customers and, more 
importantly, how they’re going to respond when it happens. A lot of 
what we see today are generic, ‘drive-by’ types of attacks, but you 
have to start to think about how you’re going to respond if somebody 
decides to very specifically target your institution.”
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Computers need to patched 
and updated on a regular basis, 
passwords need to be changed, 
data needs to be backed-
up and tested, and networks 
should be scanned routinely for 
vulnerabilities.

Jeff Olejnik, Director – Risk Advisory 
Services, Wipfli LLP

The variety of cyberattack variations seems to grow and 
evolve almost by the week, but our three experts tend 
to see the following areas as the most likely to affect 
community banks and credit unions.

PHISHING > WIRE FRAUD 
An oldie but a goodie, the classic email phishing scam 
designed to perpetrate a fraudulent wire transfer is often 
the least technical attack to prepare against – but just as 
often the most effective.

“Phishing has gotten much more sophisticated and hackers 
are getting a little smarter about their approach, so 
community institutions probably need to think outside the 
box a little bit in terms of being prepared to ward off these 
threats,” Boettcher says. “At this point, they probably need 
to be thinking about new ways to test their defenses and 
procedures instead of doing the same kind of training and 
testing they’ve been doing for a while, because the threat 
has advanced since those tests were first put into place. 
Complacency is probably one of the biggest risks, so it’s 
important to constantly look at different scenarios and plan 
for a more sophisticated threat.”

MALWARE
Whether designed to steal an institution’s customer 
information, shut down a key piece of its system or extort 
a ransom payment for access to its data, malware is a 
persistent and many-faceted threat that can arrive via 
malicious email, an unpatched machine or one of a dozen 
other avenues.

“Security in this area needs to be operationalized – it is not 
a once-a-year activity,” Olejnik says. “Computers need to 
be patched and updated on a regular basis, passwords need 
to be changed, data needs to be backed-up and tested, and 
networks should be scanned routinely for vulnerabilities.”

THIRD-PARTY RISK
As more and more key data-intensive services and functions 
are outsourced, institutions need to make sure they have a 
good vendor management program in place to help assess 
and monitor the risks introduced by new services and 
providers.

“It’s important to make sure you understand where your 
data is and who has access to it,” Boettcher says. “You 
need to make sure you’re on top of your vendors and you 
understand what they’re doing.”
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